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CAB No. S563/09.04.002/2021-22 September 07, 2021

The Chairman/ Managing Director/ Chief Executive Officer
Primary (Urban) Cooperative Banks (Level | and Level II)

Madam / Dear Sir,

Certification Training Programme on Cyber Security for Officers & Staff (Non-
Technical) of Level I and Il UCBs- September 20 and 21, 2021

Please refer to RBI letter DoS.CO.CSITE.SEC.N0.2/31.01.015/2021-22 dated May 21,
2021, on Training Programmes on IT and Cyber Security (copy enclosed). As stated in
the letter, the Reserve Bank has framed a set of awareness/ training programmes for
various categories of stakeholders to be anchored by the College of Agricultural Banking
(CAB), Pune. Further, as mentioned in the letter, these training programmes are

mandatory.

2. We are happy to announce that CAB is conducting the certification training programme
on cyber security for Officers and Staff members (Non-Technical) of Level | and Il UCBs
(Cyber Security Framework) during September 20 and 21, 2021. The programme will be

conducted online on Cisco WebEXx platforms.
3. We, therefore, request you to send the nomination(s) from your bank for the
programme by September 15, 2021. The other details regarding the programme are

provided in Annex.

Yours faithfully,

i J
€= ’///Q// ;»;’/

(Anand Upadhyay)

Programme Director
Mobile number - 8551955355
Encl: As above
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Reserve Bank of India, Pune Annex

Certification Training Programme on Cyber Security for Officers & Staff (Non-
Technical) of Level l and Il UCBs(Cyber Security Framework)- September 20 and 21,

2021

1 Rationale

Providing awareness/training to employees of UCBs-

End users are often the prime target for a cyber-attack. Employees
continue to increase their digital footprint without being aware of the
associated risks. While technical solutions are important components
in the information security chain, social engineering attacks the
weakest link viz., humans or end users in this case. It is therefore
imperative that the employees of UCBs are offered basic cyber
awareness to strengthen the cyber security posture of the UCB and
over ecosystem.

2 | Objectives

To familiarize the participants with the emerging trends of cyber
risks in India.

To sensitize them about extant regulatory instructions regarding
Cyber Security.

To impart basic Cyber Hygiene awareness among employees of
UCBs and their role in augmenting cyber security controls for their
banks as well as the whole financial eco-system

3 | Training
Methodology
and Assessment
for Certification

Interactive lecture sessions on Cisco WebEXx.

Assessment Based on Written Submission and Group /Case
Discussion on Cisco WebEx platform. Therefore, Participants are

requested to join in through Computer /Laptop with having Camera
and Mic.

4 Date & Time to
Join

11:15 AM on September 20, 2021
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5 | Target Group

Officers & Staff (Non-Technical) of Level | and Il UCBs(Cyber
Security Framework)

6 Medium of
Communication

Bilingual (Hindi and English)

7 Contents

Module 1 — Introduction and Guidelines
a) Cyber Risks in India — Emerging Trends.
b) RBI Guidelines Cyber Security Framework for Primary (Urban)
Cooperative Banks (UCBSs).
c) RBI Circular on Customer Protection - Limiting Liability of
Customers of Co-operative Banks in Unauthorised Electronic
Banking Transactions.
Module 2 - Practical Insights

Best Practices in IT Security /Cyber Security in banks

Cyber Hygiene for an end user

Security measures in CBS and other systems

Incident Response measures
Assessment and Certification (based on online quiz)

8 | Feesper
participant

< 1400

9 Nomination
Process

A maximum of 60 nominations will be accepted for the
programme.

From a bank maximum of three nominations will be accepted for
this programme.

Nominations will be accepted on a first-come, first-serve basis

The banks are requested to forward the nomination(s) in the
prescribed format through email on nomination.itps @rbi.org.in.

PLEASE NOTE: The Fees may be remitted only after the
nomination is confirmed by the College.

PS: UCBs are advised to correspond with the CAB through email id
from their own domain. If the UCB does not have an email domain of
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its own, then they may send the above information through a signed
and sealed letter.

10 | Payment of Fees | Programme fees are payable in advance, before the programme start
date. Nominations must be accompanied by their proof of payment
(NEFT-UTR number). Payment of programme fees is to be made only
through NEFT (not through RTGS) only to the following account: -
Name of the Account Course Fees, CAB, RBI, Pune
Account Number and 8711268
Type of Account Current
PAN AAIFR 5286M #
Name of the Branch CAB, RBI, Pune
IFS Code RBISOPUPAQ1 (both 0 in the code represents
ZERO)
GST Reg.No.27AAIFR5286M1ZG *
# 1. Under section 48 of RBI act 1934, RBI shall not be liable to pay income tax or super
tax on any of its income, profits or gains.
* 2. Services by Reserve Bank of India are exempted from GST vide
NotificationN0.12/2017 — Central Tax (Rate) dated June 28, 2017 SI.No.26.
11 | The following information/details will be forwarded to the email ID of the participants one
/ two day(S) before the scheduled programme)
The instructions to download the WebEx App on the laptop/ desktop
Details of the Online Webinar link, Programme ID and password
Time Schedule for the Programme.
12 | For any nomination related enquiries, you may contact nomination desk (Smt Sujata

Ghate-9820837693) and e-mail- nomination.itps @rbi.org.in

Programme Directors (PDs)

Shri Anand Upadhyay, DGM & CC Email: aupadhyay@rbi.org.in

Mobile: +918551955355

Shri Rajesh Sharma, DGM & MoF Email: rajeshsharma@rbi.org.in
Mobile: +919771431529
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Reserve Bank of India established the College of Agricultural Banking (CAB) in 1969 to
provide training inputs in Rural and Cooperative Banking. Subsequently, recognising the
changing needs of the Indian financial sector, the College has expanded its scope to
provide training in other areas like Information Technology, Human Resource
Management, General Banking and Non-Banking Financial Services. The College also
conducts programmes in collaboration with international agencies like FAO, APRACA,
CICTAB, UNDP and the Commonwealth Secretariat. It has earned acknowledgement as
an international centre of excellence for development banking. The College also conducts
customised training programmes for institutions, both national and international, as per
their specific requirements.

The College is committed to enhancing and building capabilities in the financial sector in

tune with the changing times.
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